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Abstract

There is an unprecedented amount of information available at our fingertips when we are at our
desks. However, typical employees spend less time at their desks than ever before. In this article, we
present our vision of the Ubiquitous Office, which offers mobile workers nomadic access to the key
information and services that they need. By nomadic, we mean that they can travel light, taking
nothing more than their mobile phone with them, and are still able to use network-connected
peripherals around them. We have developed a prototype mobile solution including printers and
mobile phones that tackles two important technical issues for the Ubiquitous Office: ergonomic
search and browsing of documents on small appliances and secure transmission of documents to
nearby peripherals.
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Introduction

Having theright information at your fingertipsis crucia
to the operation of most corporations. In 2001, the average
employee spent between 38.7 and 150 hours per year
searching [1]. Deploying a good search solution can double
productivity and save hundreds of thousands of dollars per
annum in medium sized companies [1]. However, the
average employee is also spending less time working at a
PC behind a desk. IDC predicts that 66% of US workers
(205 million) will be mobile by the end of 2006. In Europe,
100 million workers will be mobile by the end of 2007 [2].
These people have similar information needs on the move.

Thereisaspectrum of solutions to help people with their

mobile information needs. At one end of the spectrum are
functionally-complex portable computing devices that
provide for most of their needs (e.g., laptops and portable
printers). However, in this article we will focus on the other
end of the spectrum, in which the mobile worker carries
physically and computationally lightweight devices that
rely on opportunistic local connectivity to other devicesto
achieve his purpose. The approach where a person travels
light and connects wirelessly to the Internet and to
appliances available around them is known as homadic
computing.

We have developed a technology vision for the nomadic
worker of the future that we call the Ubiquitous Office. We
imagine such workers would carry nothing more than a
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mobile appliance such as a phone (or a wireless PDA).
Through their phones, workers would have access to a
range of web services, such as local maps and news. Most
importantly, they could securely and effortlessly find their
critical email and office files at any time of the day, read
them, and relay them to nearby printers, monitors, and
projectors that are enabled for Ubiquitous Office
functionality. They could go on to use their mobile
appliance as aremote control, say, to control a presentation
or decide on print options.

Thisvisionisillustrated in Fig. 1.

Most mobile operators already provide parts of the
solution. For example, Vodafone Spain and Jazztel recently
announced aVV PN offering for mobile phones (see section 3
for an explanation of VPNs). However, in Europe, these
solutions usually assume the use of a portable PC rather
than a phone. Mobile phones are also becoming
increasingly capable of displaying documents[3]. Even so,
the combination of a limited keyboard and QVGA screen
still makes searching for files a challenge. Beyond the user
interface issues is the major bottleneck of the connection
itself. Even though GPRS (a European packet data service)
promises data rates of up to 114kbps, actual rates are far
lower. On an uncongested network, downloads typically
run at 30kbps, around 5 minutes per MB at acost of around
$5. 3G networks improve on this, but will prove more
expensive. When the user wants to print or display a
document on a fixed appliance, rather than view it on his
phone, the ideal option would be for thefile to arrive at the
appliance via fast and cheap land-lines. The question
becomes: how can we achieve this seamlessly and
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In the remainder of this article, we will delve into these
issues and describe some of the solutions we developed as
part of a prototype Ubiquitous Office.

In section 2, we concentrate on the problem of search on
low-bandwidth small appliances. In section 3, we
concentrate on the problem of secure, seamless access. In
section 4, we summarize our work and discuss possibilities
for the future.

1. Search

A core problem for both nomadic and desk-based
workers is how to find the documents that they need.
Enterprise search companies such as Verity, Autonomy and
Fast have made it their business to supply large-scale
search solutions. For smaller enterprises, various
companies provide desktop document management
solutions that include search, such as Scansoft's PaperPort
and Sharp's Sharpdesk and SharpFind solutions.

The fundamental technology used in search engines [4]
has changed little since its inception. However, modern
corporate search engines form part of tailored solutions
aimed at improving a company's productivity. For
example, search technology is incorporated into
classification systems that assist with workflow
automation, and routers that alert users to specific
information as soon as it arrives. Products targeted at
smaller companies are more generic: PaperPort and
Sharpdesk both provide asimple integrated solution for the
management of scanned images and PDF.
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Fig. 1 The ubiquitous office vision.
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While these solutions exist for search on the desktop, the
problems of finding a document in a nomadic environment
are somewhat different. The first differenceisthe scenarios
under which anomadic user will typically be searching for
a document. In particular, users on the move are more
likely to usetheir appliances for well-defined goals, such as
finding a particular document, rather than doing
background research. They may well be working under
time pressure (for example, they are in a hurry to print a
document before or during a meeting). If it istoo complex
or time-consuming to obtain the information they need
using amobile appliance, userswill either give up or try to
find a desktop computer.

The other magjor difference is that the limitations of
mobile appliances mean that actually finding adocument is
far more difficult. These limitations include:

» Small screen size: it is difficult to view the contents of

largefolders or read through long lists of search results.

« Limited input facilities: it is difficult to input a detailed
query.

* Inability to accurately and quickly display many
common document types (e.g., Microsoft Office
documents), making it harder to know when the right
documents have been found.

One of the aims of our Ubiquitous Office prototype was
to improve the mobile search and browsing process to
overcome these limitations. Before we detail our solutions,
we briefly consider some related work.

1+1 Related Work

The problems of search and browsing on mobile devices
have been discussed in relatively recent workshops [5,6].
Some authors have considered the implications of porting
existing browsing and search applications to mobile
devices [7,8]. Mgor portals and search engines have also
simplified their user interfaces for browsing and searching
the (wireless) web on amobile device [9,10].

Jones et al. [11] have suggested a mobile search user
interface where results lists are improved by using key
phrases automatically extracted from documents to
represent the documents. They asked users to classify the
documents into the correct location in a subject hierarchy,
basing their decisions either on thetitles or the key phrases.
They found that automatically extracted key phrases were
as good astitles (but not better) for the categorization task.
Thisresult suggests that showing key phrasesin addition to
titles may be useful in an information retrieval interface.

1+2 Ubiquitous Office Prototype

Our Ubiquitous Office prototype uses three concepts to
make it faster and easier for users to find the documents
they need. (1) "QuickLinks' makesit far quicker to browse
for documents, (2) "Search Assistant" makes search easier
by recommending key phrases from the user's documents
that may improve the user's search, and (3) query-based
summarization allows users to quickly preview search
results. We give more detail on each of these technologies
below.

1¢2¢1 QuickLinks

Companies often use elaborate directory structures to
store documents. Even if a user knows where a document
is, it can take a significant number of clicks to reach that
document. Where the document is being accessed across a
slow mobile connection, each click can take afew seconds,
resulting in up to a minute to obtain a single document.
Worse, users often get lost in the directory structure and fail
to find the document they require on the first attempt.

Our QuickLinks system provides a solution by
observing user's browsing behaviour and automatically
providing dynamic bookmarks - shortcuts to directories or
files they may wish to revisit in the near future.

The QuickLinks user interface is shown in Fig. 2 (left).

1¢2¢2 Search Assistant

Searching is often an interactive process. the user enters
a short query and then gradually refines it. On a desktop
computer, it is simple to refine (Ilengthen) the query or
browse through quite a large number of results. However,
thisis not practical on asmall appliance with limited input
and screen space. Even the process of adding more words
can be cumbersome.

The Search Assistant isdesigned to allow usersto enter a
short query, and then to make recommendations as to how
to improve the query by adding key phrases from
documentsin the results list. Natural language information
extraction techniques are used to extract the phrases from
the user's documents (similar extraction techniques are
described in [12] and [13]). The user can select one of these
phrases to extend the query (and thereby get a shorter
results list) without having to input any more text. An
example of the Search Assistant in action is shown in
Fig. 2 (right).
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Fig. 2 QuickLinks during a browsing session (left) and
displaying phrases for the query “Sharp” in
Search Assistant (right).

1¢2¢3 Summarization

The last problem facing users is that, once they have
found a document, it is very difficult for them to quickly
determine whether it is the right document, and often
impractical to display the whole document. Our solution is
to offer the user a textual summary of the document,
showing just the most relevant sentences from the
document that relate to the query [14,15]. This summary is
tailored to fit the display size of a mobile device.

The summarization user interface is shown in Fig. 3.

The search and browsing functionality described above
is hosted on aweb server within the company and accessed
using a VPN (see Fig. 4). The user interface is built on
standard web technol ogies and can be displayed in any web
browser. We built versions optimized for display on phones
and PDASs, but could not deploy the phone version because
mobile VPNs were not yet availablein the UK.

2. Secure Access

Most companies are protected by firewalls. In brief, a
firewall protects a company's internal network by
preventing unauthorized connections to the network from
the Internet. Typically, the authorized way for mobile
workersto access their company network from their device
(mobile phone or laptop) when outside the company is by
using avirtual private network (VPN). A VPN serves two
purposes - it enforces a security policy (usually that both
the connecting device and the user are known, and that only
certain network services are accessed) and it encrypts the
transmission across the Internet (forming atunnel between
the company network and the device), so that no one
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Fig. 3 When the user selects a document, they are
shown a short textual summary to help them
identify whether this is the document they

intended.

listening in on the communication can understand it or
interfere with it.

Firewalls pose a problem for nomadic users who would
like a peripheral, such as a printer, to connect back to their
office network and print one of their files. Of course, one
way around thisis for the user to load the entire file onto
their phone and then transmit it locally to the printer, but
the file can be very large, and mobile data rates are
typically slow and transmission costs expensive. A better
solution would be to allow a public peripheral to access
your network temporarily, but how many companies would
give arbitrary access rights to a public appliance that could
easily be tampered with? Even if companies did alow this,
a user would still have to configure the appliance for his
company's VPN and identify himself; both of which would
be cumbersome processes using the typical keypads and
buttons available on printers and monitors.

Early work by Xerox and more recent work by NTT
have tackled some of these problems, and we will discuss
this before going on to describe our solution.

2+1 Related Work

Xerox's Satchel prototype [16,17] demonstrated a
context-aware system for nomadic computing. Users could
use a Nokia Communicator to browse (but not search) their
documents, stored on their company network. Once they
had selected a document, they were offered a variety of
"document services'. If the communicator could make
infrared contact with a Satchel-enabled printer, these
services included printing.

In order to print, the Communicator passed a "token" to
the printer. This token allowed the printer to contact the



The Ubiquitous Office: A Nomadic Search and Access Solution

user's company network and retrieve the document to be
printed.

Satchel used a proprietary gateway to access documents
within a corporate network through afirewall. While one of
their aims was compliance with security policies, the
Satchel inventors themselves say that they "do not know
[...] whether a system with the current security features
would be widely acceptable by corporate information
technology managers" [16]. A proprietary solution
introduces the risk of new security holes. One of our
primary design aims was to work with existing
infrastructure (e.g., VPNs), rather than introduce our own.

Similarly, Satchel required a program to run on the
Nokia Communicator, meaning that the system would only
work with devices that had the Satchel client pre-installed
or could be reprogrammed outside the factory. Our solution
isintended to work with any modern mobile phone.

NTT have proposed a system that also allows nomadic
access to peripherals [18]. The system is built around a
completely new security infrastructure and all the user
needs to carry is a smart card. The problem for such
approaches is that it is difficult to persuade companies to
replace their existing infrastructure in this way.

HP have also done work in this area [19], but have not
concentrated on the security issues.

2+2 Access in the Ubiquitous Office Prototype

A key design goal for our Ubiquitous Office prototype
was to be able to integrate it with existing security
infrastructure, but still allow relatively safe nomadic
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access. Our access solution is as follows (for the sake of
clarity, we assume that the user is printing rather than
displaying the document):

* The user connects from their phone to the corporate
network using his company's existing VPN. A private
web server running within his corporate network
serves our search-and-browse user interface using
standard low-bandwidth web protocols (i.e.,, XHTML
over HTTPS); any modern phone or PDA with a web
browser can display the user interface.

* The user finds the documents he wants to print (using
the search and browsing interface described in section
2) and selects them for printing.

* A one-time code is generated - this code serves as the
permission to print these documents.

* The documents are strongly encrypted (a good method
is AES [20]) and copied, together with the one-time
code, to a secondary server situated within the
company's demilitarized zone (a semi-public area of
the corporate network which normally houses the
company's web server and other public servers). This
secondary server is used as a holding area.

» An "accessidentifier" is generated and returned to the
mobile phone. This access identifier contains the
location (URL) of the holding area, the decryption key,
and the one-time code.

* In order to print the document, the user transfers the
access identifier from the mobile phone to the printer
(see below). The printer then unpacks the access
identifier to obtain the URL of the holding area,
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Fig. 4

lllustration of how documents are made available to public appliances in the Ubiquitous Office prototype.
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connects to the holding area (using standard secure
web protocols) and presents the one-time code as
authorization. In return, the holding area returns the
encrypted documents, deletes them and removes the
one-time code from itslist of current codes.

* Finally, the printer uses the decryption key to decrypt

the documents and prints them.

This solution is illustrated in Fig. 4. It can be easily
integrated with an existing corporate network and is also
relatively secure. The untrusted public printer has accessto
only a holding area in the public area of the company's
network, and no direct access to the internal network. This
holding area only stores documents that are soon to be
printed, in an encrypted form; it deletes them immediately
after they have been printed. Even if a hacker did gain
access to the holding area, the damage (in terms of
exposure of company secrets) would be minimal.

We built two versions of our system: the first used
infrared transmission to send the access identifier from the
mobile phone to the printer. The second version encoded
the access identifier as a 2-dimensional bar code (we used
QR code [21]) and displayed it on the screen of the mobile
phone. The user simply holds the mobile phonein front of a
bar code reader attached to the printer. The bar code is
scanned by the printer and decoded to recreate the access
identifier. This solution is simple for the user and will work
with most mobile phones.

We have performed informal evaluations of the system
with avariety of userswithin Sharp and have received very
positive feedback. One future direction for us is a larger
scale deployment to test the system more thoroughly and
gain further insight into user needs.

Conclusion

Many researchers have provided visions of a ubiquitous
future, but they are often impractical because they require
an instantaneous and radical change to current
infrastructure. We have suggested a compromise to help us
along the way: build secure systems on top of the existing
infrastructure.

We have outlined the major problems for search in a
nomadic environment: bandwidth considerations, small
displays with limited interaction, and a focus on known
documents. Our solution to the bandwidth problem is to
develop systems that can work at lower bandwidths by
transmitting browse and search results in formatted plain

text with summary information and allowing the high-
bandwidth nomad-enabled appliances to access the
documents over a fast connection and then to process or
render them in detail. For small displays, such as those of
mobile phones, we have developed three techniques:
QuickLinksto speed up accessto recently used documents,
the Search Assistant to help the user find particular files
with minimal text input, and query-based summarization to
reduce complex documents to textual representations of
their most relevant parts. We have prototyped this system
using PDAs and mobile phones. Informal user studies have
suggested that the system is useful. In the future, we would
like to adapt the technology to work on other appliances
and develop specia -purpose search techniques.
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